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After decrypting all the strings, it adds all the CRC32 hashes of the decrypted strings and compares it against a (http:liblog.fortinet.com/2014101)
value that is stored at the end of the encrypted string structure list. If it does not match, it creates a new thread
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[} ; hlenplateFile

(1] i duf lagsAndattributes
4 ; duCreationDisposition
] i 1pSecuritynttributes
3 3 dwSharehode

OC 0000eaoh ; duwbDesiredaccess

offset a_Physicaldrive . PHESTEAL DR TUL
[ebpruar_n}, 55h

[ebpruar 9], BhAnh

ds:CreateFilen

esi, eax

esi, WFFFFFTFR

short loc_h09F2a

edi

edi, ds:DeviceloControl

] 7 1pOverlapped
edx, [ebp+Bytasheturnad]

edx : lpBytesReturned
L] 3 ndutBuffersSize
@ 3 1pOutBuffer

(1] ; ninBuffersize
[:] + 1plnBuffer
FSETL LOCH UOLUME ; dwloControlCode
esi ; hDevice

edi : DeviceloControl

L} ; lpOverlapped

eax, [ebpsHunberdfFBytesiritten)

ean 3 lpHumberOfBytesWritten
2000 + NHumberOfBytesTolrite
€cx, [ebprBuFfer)

ecx + 1pBuffer €—— contains 0x00s
esi + bFile

ds:WriteFile

] ; lpOverlapped

edx, [ebp+Bytesheturnad]

edx 3 lpBytesReturned

1} 3 nlutBufferSize

[} 3 lpOutBuffer

L 3 ninBuffersize

L] ; lpinBuffer

FSCTL UHLOCK UOLUME ; duwloControlCode
esi ; hbevice

edi : DeviceloControl

esi ; hibject

ds:CloseHandle
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Aside from filling the partition with zeroes, the bot displays the following message box to indicate its disg

Figure 3. Code for wiping the hard disk.
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Figure 4. Message box displayed when CRC32 hash doesn't match.

The figure below shows what the overwritten hard disk sector looks like.
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Figure 5. Wiped hard disk sector.
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Another feature of this new version is the blocking of access to antivirus-related web sites.
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+ DnsQuery_A (from dnsapi.dll)

- DnsQuery W (from dnsapi.dll) September 2009 8
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* GetAddrInfoW (fromws2_32.411)

August 2009 5

When these APls are called, the hooking functions check if the address to connect to contains strings that are in (Ul /DISETs RNl oy 200s00),

the bot's blacklist, which is shown in the following figure: July 2009 k]
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dd offset alirustotal_ ln L i i

dd ofFset aHovirusthanks_
dd vffsel aThrealexpert_ e v
dd offset adolti_ jotel v
dd offset aliruschief TR

dd offset aGaryshood_ g e
dd offset aVirscan_ YRS

dd offset alseclab_ CEATES B 1

dd offset aTrendnicro_ (RECTIE O
dd offsel aKaspershky TR T 20 BT
dd offset aEset_ LR T

dd offset aBitdefender_

du ufFset anvg_ iy

dd ofFset aflvira_ P awld

dd vffset afvasl_ -
dd offset aComodo_ Ll
dd uffset aSymantec T
dd offsel aHcafee_ wea ke
dd uFfset aNornan_ LT
dd offset aHorton_ = i L
dd offset aSunbeltsofLwar h i
dd offsel aMalwarebyles_ . “sialwarehin!
dd oFfset aSophos_ [
dd offset aPandasecurity Pt ey
dd offset aClanav_ 3 Laraw

dd of Fset aBullguard_  : “hullige
dd offset aFSecure_ F-a
dd ofFsel allml:.{re_lior_ R TTH T i [
dd offset aOnlinemalwares el L 1
dd uffset aEmsisoft_ AU (O
dd offset aWeck_tc i ;
dd offsel aOnlinemalwares
dd offset alavasoft_

dd offsel aPrecisesecurit
dd ufFset alirus_

dd offset aGdatasoftuare_
dd offset aVirusbusler_np
dd offsel aFortinet_ 0 e
dd offset alebroot_ whebi ol

Figure 6. Blacklist of AV companies.

These strings are included in most web sites of major antivirus vendors. If the hooked APIs find any of these
strings, access to those sites are blocked.

Connecting To The C&C Server

As mentioned above, NgrBot is an IRC server. It connects to an IRC channel in order to receive commands from
its C&C server.

The following is the full list of C&C server commands that the current variant supports.

= =dw

= :~http.inj

= ~http.int

=« :~http.set

.

= ~logins

+ ~m
~mdns

= ~mod

* ~msn.int

= ~msn.set

« :~nhb

. i~p

» ~pu

. e

s ~rs0

= =51

. =5

+ ~slow

» ~speed

= ~s8yn

= ~stals

= ~stop
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The network traffic that we have captured from this version still looks very similar to the previous one. So far, we
have captured only two commands that are being sent from the C&C server. In the figure below, the botnet
commands : ~pu and : ~-dw can be seen in the IRC commands that begin with : 001 :Network 332.

dabpapr 84r ew-DOCADLS 6 3. Telus, ner JOIN :evida
uslrwaidalmqur w‘donp:' et | idariki. chn
T niusalxealdabpgpr evidabyeoghd 1204342562
B dab o i 1
anaddshaner | dabpgpr 8Cr aw - DOCEO plbitndis § 2. telus, net JOIN :ex
T T L e A v e - ————— e
hetwork 331 niusalxealdabpapr exp TEEHTe 1104142562

Figure 7. Captured C&#38;C commands.

Currently, we are seeing the use of these commands in order to spread other bots, such as Andromeda
(http://bleg fortinet. com/New-Anti-Analysis-Tricks-In-Andromeda-2-08/), Neurevt (hitp://blog. fortinet. com/Round-
3-More-Meurevi-DDoS-Attacks/), and Lethic (http://blog.fortinet.com/From-Spammer-To-Clicker/),

Why NgrBot?

Before we end, one might wonder why this bot is called NgrBot. The answer is that this is the name that the
malware author has given, as seen in the binary code,

push affset aRunaning Funn i g
push affset aHgrhot ‘gt

call sub_hB73CH

add esp, B

cnp eax, 1

jnz short Toc_41009F

push a ; uExitCode
tall ds:ExitProcess

Figure 8. Hardcoded bot name.

Conclusion

With our brief analysis of this active version of NgrBot, we can now understand its new features, especially the
more dangerous one of hard disk wiping. We will continue to do our best in capturing the new active commands.
As botnets continue their activies, so will our botnet monitoring system's tracking of their actions.
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