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Piaintiffs Microseft Corp. (“Microsoft”), the FS-I'SAC, Inc. (Finaneial Servipes—
Information Sharing and Analysis Center) (“FS-ISAC™), and the National Antomated Clearing
House Association (“NACHA”) (collectively, the *Plaintiffs”) filed a Complaint for§ injunctive
and other relief pursuant 10, the. Compiter Fraud and Abuse Act (18 USC. § 1030), the CAN-
SPAM Act{15USC. § F704); the Electronie Commynications Privacy Act (18 U. S C.§ 270}),
Trademark Infringement, Fdise Designation of Oxigin, ahid Trademark Dilution undgr the
Lanham Act (15U.8.C. §§ I1¥4-ef seq); violations of the Racketeer Tafluenced and Corrupt
Organtzations Act (18 U.S.C. § 1962); and the e@mmon Taw of trespass, cmversmn; and unjust
enrichment. On March 19; 2012, the Cowrt grank
Tempordry Restraining Qider, Seizire Order and Qrder to:Show Causé Re Prchmm;zry
Injunction. The Plaintiffs have executedthat order. Plaintiff now sioves for an Oréer‘ for
Preliminary Injunction:sseking to-keep in place the relief granted by the March 19th Order, with
respedt to the domaxns, 523 addfesses and file paﬂis atiached hereto.

FENDINGS OF FACT AND CONCEUSIONS OF L2

Havingreviewed the/papers, declirations; éxhibits, and mémotandinm ﬁied m support

d Plaintiffs’ "Application for an Emergency

of Plaintiffs” Application for dn Emergency Tempiorary Restraining Order, Seizure f)tder,

and Order to Show Cause fot Preliminary Injusetion:(“TRO Application”), the Court hereby

makes the following' fmdmgs of factand conclusion.of law: .
fa jarisdictionover the subject matter of fiscase and there is

good gause tobelieve that it Will have 3111156:8&0:} overall parties hiersto; the Camp}amt
states.a claim’ tpon which rélief may be granted agaiist Defendants udder the Camgutar
Fraud-and Abuse Act{18US.LC. § 1030¥;the CAN-SPAM Act (15U.SC. § 7?04),-;&6
Electronic Communidations-Privacy Act (18 U.S.C. § 2701); Trademark Inﬁfmgemént, False
Designation of Otigin, abd Trademark Dilution under the Lanham Act (15 US.C. §§ 1114 et
seq.); the Racketeer Influgneedand Cofrupt Organizations -Act (18 U.S.C, § 1962); gnd the
common law of frespass, convefsion, and uijust entichment. i |

2. Microsoft owns the registercd trademinrks “Microsoft,” “Windows,” and
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“Outlook” used in connection with its services, software, and products. FS-ISAC’s %‘nembers
have invested in developing their brands, trademarks and trade names in,assbciationgwith the
financial services they offer. NACHA owns the registered trademark “NACHA” anﬂ the
NACHA logo used in conjunction with its serviees. /

3. There is good cause to beligve that Defendants have engaged in and qre likely
to engage in acts or practices that violate the Comypuiés Fraud and Abuse Act (18 U?C
§ 1030); the CAN-SPAM Act(15US.C. § 7704% the Electronic Commrvinications anaey
Act (18US.C. § 2701}; Trademark Infringement, False:Designation of Origia, and
Trademark Ditution under the Lanham Act {15U.8.€. §§ 1114 ef.seq); the Rackete;éer
Influenced and Corrupt Organizations-Act. (18 U:S.C: § 1962); and the comsnon 1aw of
trespass, conversion, and unjust enrichment

4. Thereis good cause to believe that; unless Defendants dre resteained and
enjoined by Order of this Court, immediate.and irrepazable harm will result fiom
Defendinis® engoing violations of the Computer Frand and Abuse Act {18 U.8.C. §‘§ 10303;
the CAN-SPAM Act (15 U.S.C. § 7704); the Electrbéic Communications Privacy Ajct (18
U.S.C. § 2701); Trademiark Iftingement, Falss Designation of @ngm,ma’rrademk
Dilution under the Lanham Act (15 US.C. §§é‘1¢§:’,§?¥‘;€$f;¢é}z};);.ths‘Raéké}‘;éér Inﬁuem?d and
Corrupt Organizations Act (13 U8:C, § 1962); and fhie commonlaw of trespass, aci;wersion,
and unjust exirichment. The evidence sét forth-in Plaintiffs” TRO Application and t};&e
accompanying declarationsand exhibits, demoistrates that Plaintiffs are likely to pﬁjevaﬂ on
their claim that Defendanis have engaged in vislationsof the foregoing laws by:. (1_3

intentionally accessing and sending malicious Seftware to-the protected Somputers a@nd
Opemthg systems of the customers orassociated member organizations 6f Microsdé’ FS-
ISAC, and NACHA, without authorization, ini orderto infect those computers and nf’take
them part of the Zeus Botnets; (2) sending malicious soRware to configure, deploy gmd
operate & botnet; (3) sending; unsolicited spam e o Microsoft’s Hotmail accousts; (4)
sending unsolicited spam e-mails that falsely indicate that they are from or approved by

3
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 Plaintiffs or their associated member organizations, the purpose of which is to decaiévc
computer users into taking steps that will result in the infection of their computers thh
botnet code and/or the disclosure of personal and financial account irdormation; (5) éstealing
personal and financial account information from computer users; (6) using stolen ?
information 1o steal money from the financial accounts of those users: and (7) asscc%ating
with one another it & commiofl enterprise engaged in these ilfegal acts. T}xefe'is-{fgonidcmxse.
to believe that if such conduct continues, irreparable harm will ocour to Piamffﬂ‘sax%d the
public, incloding Plaintiffs’ customers and associated metnber érganizations. 'i}xene; is good
cause to believe:that the Defendants are engaging, and will continueto engags; in sx%ch
unlawful actions if not immediately festrained from doing so by Order of this Court‘é
5. There is good cause to believe that immediate and"ix‘repar?iﬁla'damaéz to this
Court’s abxhty to grant effective final relief will zesult from the sale, ansféi, or cher
‘dxspos:tzon or concealment by Defendants of the botnet command and control soﬁware that
is hosted at-and otherwise ‘opérates through the Intemet'domains listed in Appendix A the
Internet Protocol (IP) addresses listed in Appendix B, and the file: -directones,hsted%n Exhibit
C, and from the destruction of coficeatment of othier diséoverable evidence ofDefe f nts’
misconduct available at those locitions. Based on the evidenics cited in Plaintiffs’ TRO
Application and accompanying declarations and exhibits, Plaintiffs are Hkely 1o be %ble to
prove that: (1) Defentants are engaged inactivities that directly viclate U.S, law anh harm
Plaintiffs and'the public; including Plamtiffy’ mmemand:membar-mgmizaﬁbmi 2)
Defendants have continued their unlawful conduct despite the clear injury to the fmjégeing

it vt

interests; (3) Defendants are likety o delete or relocate the botmet eomrmiand and cohtrol
software at issue in Plaintiffs’ TRO Application and the harmfal, malicious, and traéiemark
infringing software disseminated through these IP addresses and domains.

6.  There is good cause to believe that Defendants have engaged in iﬁeg;ii
activity using the data centefs and/or Tnterniet hosting providers identified in Appen&m Bto
host the command and control software and the malicious botnet code and content used to
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maintain and operate the botnet at computers, servers, electronic data storage devicés or
media at the IP addresses identified in Appendix B,

7. There is good cause to believe that to immediately halt the injury cauésed by
Defendants, data and evidence at Defendants* IP addresses identified in Appendix B must be
preserved and held in escrow pending fusther order of the court; Defendants® compufting
resources related.to such IP addresses misst then be disconnected from the Internet,
Defendants must be prohibited from aceessing Defendants’ computer, resources rela’fte’é to
such IP addresses and the data and evidence located-on those computer resources mst be

8. There is good cause to believe that Defendants have éngaged in 'iileg;éi
activity using the Internet domains identified in Appendix A to this order to host the
command and contre] software and content used te maintain and operate the bOﬁlc't;?i There is
good cause to.bétieve that to immediately halt the injury caused by Defendants, cac!il of
Defendants’ ¢urtent and prospective domsains set Torth:in Appendix A must be immef:diatel y
redirected to the Microsoft-secured TP address 199.2.137.141, using name servers ,
nsl.microsoftinternetsafety. net and ns2microéofiinternetsafety.net, or, altemﬁveiy;i, the
domain registries, registrars and/or registrants located or with a'presence in the Uni;féd States
should take othef reasonable steps:to work with Plaintiffs to ensure that Defendantsgcannot
nse the Appenilix-A domairis to confrol the'bomet. Such reasonable assistance in tﬁe
implementation of this Order and toprevént frstration of the implementation and ;lmposcs
of this Order, are authorized pursuantt0:28 U.8.C, § 1651(a) (the:All Writs Act). s

Q. This Court respectfully requests, but-does not order, that foreign dexz}ain
registries and registrars take reasonable steps to work with Plaintiffs to ensure that ‘
Defendants canpot usé the Appendix A domains to control the botnet. ;

10.  Thereis good causé to perinit notice of the instaut Order and serv:oe: of the
Complaint by formal and alternative ineaads, given the exigency of the circumstantdjs and the
need for prompt relief. The following means of service are authorized by law, sat:sfy Due
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Process, satisfy Fed. R. Civ. Pro. 4(f)(3), and are reasonably caleulated to notify Defendants
of the instant order, the Preliminary Injunction hearing and of this action: (1) pérsoéal
delivery upon Defendatits who provided to'the data centers and Internet hosting proxizi.ders
contact information in t,,ile:{};S‘.; _{2),pez$qna1.dciiizcx'y through the Hague Conventioé on
Service Abroad.or other treaties upon Defendants who provided contact infomation% ouiside
the United States; (3) transmission by esmail, eleetronic messaging addresses, facsunﬁc, and
maif to the knovwn email and messaging addresses of Defendants and to their co,ntac;:
information provided by Defendants to the:domubi registrars, registries, datac«sntersf, Internct
bostifig provider's, and Website providets Who host e sofware code assceiawé‘wité the IP
addresses in Apperdix B, of throngh which domains in Appendix A are registered; and Gy}
publishing notice ta the Defendants ona publicly-available Intemet website and in
newspapers ini jurisdictions where Defendants are believed to reside.

11, There isgood cavse to believe that the harm to Plaintiffs of denying the relief
requested intheir requést Tora Prelimifiary Iﬁj{iﬁéﬁbﬁ'ﬁu’t\%ighs any harm to any leig‘ztimaie
interests of Defendants and thaf there is no undue Burden 1o any third party. '

PRELIMINARY BNIUNCTION
IT ISTREREFORE ORDERED asfollows:

A.  Deféndants, their representatives-and persons who are in active concert or
participation with theraré téiporasily resteained and enjoined from: 311nten‘t‘ionaily§
accessing and:sending malicious software fo Pldintiffy and the protécted computers and
operatingfsysiems of Plaintiffs’ customers” and-associatéd member organizations, »\%ﬁhout
authorization, in order to ‘infect those computers and mdke them part of the botnet; %ending
maticious software to configure, deploy and operste & botnet; sending unsolicited Spam e-
mail to Microsofi’s Hotmail accounts; sandingrunseiiéited*spam: e-mail that falsely é;ﬂdicate
that they are from or approved by Plaintiffs or Plaintifi’ associated member organizations;
creating false websites that falsely indicate thdt they are associated with or .ap‘proveé by
Plaintiffs or Plaintiffs’ member organizations; or stealing information, money or property

6
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from Plaintiffs, Plaintiffs’ customers or Plaintiffs’ member. qrgaﬁizations, or undertgking any
similar activity that inflicts harm on Plainéiffs; or tixe--public,-i;xcludirxg Plaintiffs’ cuiﬁtomers
or associated member organizations.

B. Defendarits, theirrepreseitatives and persons who are in active concgrt or
participation with them are temporarily restraitied and enjoined fom configuring, .dézp}oying,
operating or otherwise participafing iiior fasilifating the botuets-described in the TKIC'
Application, including but not Eimited othe cofimand and Gontesl softvrare hiosted %t and
operating through:the domatns anéi?adéress::s sét £6rih herein-and through any oﬁ%er
component of elemisht 6F the Bomets in any location, 5

C.  Defendants, their representitives and persons who are.in active concér{ or
participation with them are témpotarily réstininied arid enjoined froim using the traddmarks
“Microsoft,” “Windows,” “Gmtlook:,”"'%{;Z‘HA,""Z_the’NﬁC}—IA {ogo, trademarks of %inancial
institution members.of FS-ISAC andfor other trademarks; trade names; service mar%s, or
Internet Domain addresses-or niames; or siting in any other manner which suggests i‘ any
way that Défendaity’ products or sérvices comie fromior are someliow sponsored or|affitiated
with Plaintiffsior Plaintiffs” associited igraber organizations; and froth otherwise ‘%«;‘fésﬂy
competing wﬁtﬁmnhﬁ‘s,mmppmgmﬁngthatwhich rightfullybelongs to Plaiﬂﬁé’é or
Plaintiffs” customers or Plaintiffs” assotiated member organizations, or passing off . eir
goods or serviess 4 Plaintiffs or ?2ama§smzatedmember orpanizations,

D, Defentants, their réprasentatives and persons who are in'active corcért or
participation with them aré témporarily restrained and enjoinedfrom bifringing Plaintiffs’
registered traderitarks, Registration Nos: 2872708, 85467641, 2463510, 3419145 and others.

E. Deféndants, their representatives and persons who are in active concert or
participation with thern are iemperariiy:‘réstrained and enjoined from using in conngetion
with Defendants’ activities any false or deceptive designation; representation or description

of Defendants’ or of their representatives’ activities, whéther By symbols, words, designs or

statements, which would damage or injure Plaintiffs or give Defendants an unfiir
7
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conipetitive advantage or result in deception of consumers. 1

F.  Defendants’ materials bearing infringing marks, the means of makmg the
counterfeit marks, and records documenting the manufacture, sale, or receipt of thixigs
involved in such violation, in the'possession of data centers sperated by Continuum|Data
Centers LLC and Burstoet Technologies; lic., which have been seized pursuant to 15 U.S.C.
§1116(d), shall be held in secure escrow by Siroz Friedbeérg, 1925 Century ParkEa&t, Suite.
1350, Los Angeles, CA 90067, which-will actas subistitiite giitodian of any and ali fata and
properties seized and evidence preserved pursuant to this Order, Such materials shall be

stored securely and not accessed by any party until further order of this Court. |

G.  The registries of the domiaims identified in Exhibit A to this Order (t!ée
“Registries™) shall implement the provisions of this-order in the following fashion:

1. For currently regiztered domains; the dossain fsmie regxstrant

information and point of contact shall notbe changed and associated WHOIS inforrhation

shall not be changed;

2. Domain natmes shall not be deleted or otherwise-made available for

registration by any party, but-rather should'femtain ‘dctive and redifected to 1P addra"ss

199.2.137.141, using name sezveré nsLmicrosofiinternetsafety et and

ns2.microsoftinternetsafety.net. ‘
3. Domains shallnotbe trafisferred to any-other person or regmé'ar,
pending furthier otder of the-court;

4. The Registries shall assumie authority for name resolution of Homatn
pames to IP address.199.2.137.141, usingthé name servers. nslumis:osoﬁmtcmetsa{eiynet
and ns2.microsoftinternetsafety.net;

5. Name resolution services shall not be suspended;

6. The Registries and Plaintiffs shall otherwise work together i good.

faith to take any other reasonable steps ngcessary to prevent Defendants from usingthe
Appendix A domains. E
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H.  Defendants are directed to.permanently disable access to. the file pathfs
identified in Appendix C; permanently delete or otherwise disable the content at tho_jse file
paths; and take all necessary steps to ensure that such file paths are not re-enabled m‘}r the
content recreated. Pursuant to the All Writs Act, U.S. based free website hosting pr. ;viders
of the domains set forth in Appendix C are directed to permanently delete or otherwise
disable the content at the file paths in Appendix C.

IT IS FURTHER ORDERED, that copies of this Order, notice of the Prelitnitary
Injunction hearing and service of the Complaint may be served by any means authotized by law,

including (1) by personal delivery upon defendants who provided contact in’fonnati(im in the

U.8.; (2) personal delivery thiough the Hague Convention on Service Abroad upon %icfendants
who provided contact information outside the U.S.; (3) by transmission by e-mail, efiebtmnic
messaging addrésses, facsimile and mail to the known contact infofmation of Deferéda'nts and to
such contact‘-infamaﬁmprovided:by defendants to the data centers, Internet ;hdsﬁné pmv»iflers'
and domain registrars who hosted the sofiware code associated with the IP addxesseis sct forth at
Appendix B or through-whith domains in Appendix A are registered; and (4) by pu’{iolishing
notice to Defendants on a publicly available Internet website orin newspapers i‘n‘-thé jurisdictions.
where Defendants are'believed to reside: :

IT IS FURTHER ORDERED that Plaintiffs shall post bond in the 'amouni:%of
$300,000 as cash 1o be'paid into the Court registry.

IT IS FURTHER ORDERED that Plaintiffs shall coitipensate the data ceniters,
Internet hosting providers and/or domain registries and/or wébsite providers 'idemiﬁ:aé,in
Appendices A, B and € st prevailingates for technical assistance renidered in implémenting
the Order. ' %

IT IS FURTHER ORDERED that this Order shall be implemented with thfe least
degree of interference with the normal operation of the data centers and Internet hosting
providers and/or domain registries afd/or website providers identified in Appendiceiks A, B
and C consistent with thorough and prompt implementation of this Order.

9
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IT IS FURTHER ORDERED, specifically with regard to the preserved Internet
traffic to and from the servers corresponding to the IP addresses listed in Exhibit B, %that this
evidence shall be preserved, held in escrow and kept under seal by Stroz Friedberg, and not
accessed by any party; pending further order of this Court. :

IT IS FURTHER OGRBERED, specifically with regard to the Internst traffijc that is
redirected from the domains listed in Exhibit A fothe Microsofi-scoured IP-addre'ss%
199.2.137.141, using name servers nsl.microsoftinterngtsafety.net and

ns2.microsoflinternetsafety.riet, that Microsoft shall net record more than the IP addzresses of

incoming connections.
IT IS SO ORDERED
v
Entered this Q9 _ day of March, 2012, . ( =F \\ ;
!
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