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IN THE UNITED STATES DISTRICT COURT 2WIINOY 25 § < 339
FOR THE WESTERN DISTRICT OF TEXAS H 829
AUSTIN DIVISION CLERK US BISTRICT COUS
WESTERN DISTRICT OF g A
MICROSOFT CORPORATION, a § BY .\l
Washington Corporation, § BERUTY
Plaintiff § CASE NO:
§
V.
JOHN DOES 1-8 CONTROLLING A 3 FILED UNDER SEAL
COMPUTER BOTNET THEREBY §
INJURING MICROSOFT AND ITS g
CUSTOMERS, 8 o g e s
Defendants, g AL3CV1I014 &
§
§
§

e

fEREEeSEn] EX PARTE TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corp. (“Microsoft™) has filed a complaint for injunctive and other
relief pursuant to: (1) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the Electronic
Communications Privacy Act (18 U.S.C. § 2701); (3) the Lanham Act (15 U.S.C. §§ 1114(a)(1),
1125(a), (c)); and (4) the common law of trespass, unjust enrichment and conversion. I\/'I’ii':r()"*soff
has moved ex parte for an emergency temporary restraining order and an order to show cause
why a preliminary injunction should not be granted pursuant to Rule 65(b) of the Federal Rules
of Civil Procedure, 15 U.S.C. § 1116(a) (the Lanham Act), and 28 U.S.C. § 1651(a) (the A’].,lf
Writs Act). '

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of
Microsoft’s Application for an Emergency Temporary Restraining Order, the Court hereby..
makes the following findings of fact and conclusions of law:

1. This Court has jurisdiction over the subject matter of this case and there is good

cause to believe that it will have jurisdiction over all parties hereto; the Complaint states a claim
upon which relief may be granted against Defendants John Does 1 - 8 (“Defendants”) under the
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Computer Fraud and Abuse Act (18 U.S.C. § 1030), Electronic Communications Privacy Act
(18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 1114, 1125) and the common law of trespass
to chattels, unjust enrichment and conversion.

2. There is good cause to believe that Defendants have engaged in and are likely to
engage in acts or practices that violate the Computer Fraud and Abuse Act (18 U.S.C. § 1030),
Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§
1114, 1125) and constitule trespass fo chattels, unjust enrichment and conversion, and that
Microsoft is, therefore, likely to prevail on the merits of this action;

3. Microsoft owns the registered trademarks “Bing,” “Internet Explorer,”
“Microsoft,” and “Windows” used in connection with its services, software and products.

4. There is good cause to believe that, unless the Defendants are restrained and
enjoined by Order of this Court, immediate and irreparable harm will result ffom the
Defendants’ ongoing violations. The evidence set forth in Microsoft’s Brief in Support of
Application for a Temporary Restraining Order and Order to Show Cause Re Preliminary
Injunction (“TRO Application™), and the accompanying declarations and exhibits, demonstrates
that Microsoft is likely to prevail on its claim that Defendants have engaged in violations of the
foregoing law by:

a. intentionally accessing and sending malicious code to Microsoft’s and its
customers’ protected computers and Windows operating systems, without
authorization and exceeding authorization, in order to infect those computers
and make them part of the computer botnet known as the “ZeroAccess™ botnet
(the “botnet™); |

b. sending‘ma]icious code to configure, deploy and operate a botnet;

c. taking control of Internet search engine results, including results provided by
Microsoft’s Bing search engine, and redirecting clicks on those results to
locations different from those intended by Microsoft and its customers,

without their authorization or consent;
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1.

taking control of Microsoft’s Internet Explorer browser and generating clicks
througlh that browser without the authorization or consent of Microsoft or its
customers;

creating unauthorized versions and instances of Microsoft’s Internet Explorer
browser, thereby creating unauthorized copies of Microsoft's Internet
Explorer trademark and falsely indicating that such versions and instances of
Internet Explorer are associated with or approved by Microsoft, the purpose of
which is to deceive customers;

creating unauthorized versions and mstances of Microsoft’s Bing Search
engine web page and functionality, tlle}‘eby creating unauthorized copies of

Microsoft’s Bing trademark and falsely indicating that such versions and

" instances of the Bing search engine are associated with or approved by

Microsoft, the purpose of which is to deceive customers;

creating and redirecting Microsoft’s customers to websites containing
malicious software or unauthorized copies of Microsoft’s trademarks, without
the authorization or consent of Microsoft or its customers, and falsely
indicating that such websites are associated with or approved by Microsoft,
the purpose of which is to deceive customers;

collecting personal information without authorization and content, including
personal search engine queries and terms; and

delivering malicious code.

5. There is good cause to believe that if such conduct continues, irreparable harm

will occur to Microsoft, its customers, and the public. There is good cause to believe that the

Defendants will continue to engage in such unlawful actions if not immediately restrained from

doing so by Order of this Court;

6. There is good cause to believe that immediate and irreparable damage to this

Court’s ability to grant effective final relief will result from the sale, transfer, or other
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disposition cr concealment by Defendants of botnet command and control software that is
hosted at and otherwise operates through the Internet Protocol (IP) addresses and Internet
domains listed in Appendix A to this Order from the destruction or concealment of other
discoverable evidence of Defendants’® misconduct available at those locations if Defendants
receive advance notice of this action. Based on the evidence cited in Microsoft’s TRO
Application and accompanying declarations and exhibits, Microsoft is likely to be able to prove
that: ’

a. Defendants are engaged in acti.vities that directly violate United States law

and harms Microsoft, its customers and the public;
b. Defendants have continued their unlawful conduct despite the clear injury to

Microsoft, its customers, and the public;

13

Defendants are likely to delete or relocate the harmful, malicious and
trademark mnfringing botnet command and control software at issue in
Microsoft’s TRO Application, which is operating at and disseminated through
the IP addresses and domains at issue, and to destroy information and
evidence of their misconduct stored at the IP addresses and domains; and
d. Defendants are likely to wamn their associates engaged in such activities if’
informed of Microsoft’s action.

7. Microsoft’s request for this emergency ex parte relief is not the result of any lack
of diligence on Microsoft’s part, but instead based upon the nature of Defendants’ unlawful
conduct. Therefore, in accordance with Ped. R. Civ. P. 65(b), 15 U.S.C. § 1116( a) and 28
U.S.C. § 1651(a), good cause and the interest of justice require that this Order be Granted
without prior notice to Defendants, and accordingly, Microsoft is relieved of the duty to provide
Defendants with prior notice of Microsoft’s motion;

8. There is good cause to believe that Defendants have specifically directed their
activities to computers of Microsoft’s customers located in the Western District of Texas, have

engaged in illegal activity using IP addresses identified in Appendix A to this Order that are
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registered to command and control servers located at hosting companies in Germany, Latvia, the
Netherlands, Switzerland and Luxembourg (set forth in Appendix A), and have engaged in
illegal activity by using the domains identified in Appendix A, by directing malicious botnet
code and content to said computers of Microsoft’s customers. There is good cause to believe
that Defendants have directed said malicious botnet code and content through certain
instrumentalities — specifically the computer networks of the Internet Service Providers (ISPs)
identified in Appendix B to this Order that Microsoft’s customers use to access the Internet, and
the hosting companies and domain registries identified in Appendix A to this Order.

9. There is good cause to believe that Defendants have engaged in illegal activity by
using the networks of the ISPs identified in Appendix B and the hosting facilities and domain
registration facilities of the companies in Appendix A, to deliver from the IP Addresses and
domains identified in Appendix A, the malicious botnet code and content that Defendants use to
maintain and operate the botnets to the computers of Microsoft’s® customers.

10. There is good cause to believe that to immediately halt the injury caused by
Defendants, Defendants must be prohibited from sending malicious botnet code and content
from the IP Addresses idenfiﬁed in Appendix A to computers of Microsoft’s customers. There
is good cause to believe that to immediately halt the injury caused by Defendants, the ISPs
identified in Appendix B and the hosting companies identified in Appendix A should take steps
to block incoming and/or outgoing traffic on their respective networks that originates or has
been sent from and/or to the IP Addresses identified in Appendix A such that said traffic will
not reach victim end-user computers on the ISPs’ respective networks and/or the computers at
the IP Addresses in Appendix A.

11. There is good cause to believe that Defendants have engaged in illegal activity
using the IP Addresses identified in Appendix A to host the command and control software and
content used to maintain and operate the botnet. There is good cause to believe that in order to
imimediately halt the injury caused by Defendants and to ensure the future prosecution of this

case it not rendered fruitless by attempts to delete, hide, conceal, or otherwise render
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inaccessible the software components that create, distribute, and are involved in the creation,
perpetuation, and maintenance of the botnet and prevent the creation and distribution of
unauthorized copies of Microsoft’s registered trademarks and carry out other harmful conduct,
with respect to the Defendants’ most current, active command and control servers hosted at the
IP Addresses, the following actions should be taken. The ISPs identified in Appendix B and the
hosting companies identified in Appendix A should block incoming and/or outgoing traffic on
their respective networks that originates or has been sent from and/or to the IP Addresses
identified in Appendix A, such that said traffic will not reach victim end-user computers on the
ISPs’ respective networks and/or the computers at the IP Addresses in Appendix A, and should
take other reasonable steps to block such traffic to and/or from any other IP addresses to which
Defendants may move the botnet infrastructure, identified by Microsoft and which the Court
may order to be subject to this Order, to ensure that Defendants cannot use such infrastructure to
control the botnet.

12.  There is good cause to believe that Defendants have engaged in illegal activity
using the Internet domains identified in Appendix A to this order to host the command and
control software and content used to maintain and operate the botnet. There is good cause to
believe that to immediately halt the injury caused by Defendants, each of Defendants® current
and prospective domains set forth in Appendix A must be immediately redirected to the
Microsoft-secured name-servers named NS1.microsoftinternetsafety net and
NS2.microsoftinternetsafety.net and thus made inaccessible to Defendants.

13.  There is good cause to believe that to immediately halt the injury, the execution of
this Order should be carried out in a coordinated manner by Microsoft and by the ISPs identified
in Appendix B to this Order and the domain registries and hosting companies identified in
Appendix A to this Order on or about 10:00 a.m. Central Standard Time on December 5, 2013,
or such other date and time within eight days of this order as may be reasonably requested by

Microsoft.
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14, There is good cause to pexmif notice of the instant Order, notice of the
Preliminary Injunction hearing and service of the Complaint by formal and altemative means,
given the exigency of the circumstances and the need for prompt relief. The following means of
service are authorized by law, satisfy Due Process, satisfy Fed. R. Giv. P. 4(f)(3) and are
reasonably calculated to notify Defendants of the instant order, the Preliminary Injunction
hearing and of this action: (1) by personal delivery upon Defendants who provided accurate
contact information in the U.S., if any, (2) personal delivery through the Hague Convention on
Service Abroad or similar treaties upon defendants who provided accurate contact information
in foreign countries that are signatory to such treaties, if any, (3) transmission by email,
facsimile, mail and/or personal delivery lo the contact information provided by Defendants to
their hosting companies and as agreed to by Defendants in their hosting agreements, (4)
publishing notice on a publicly available Internet website and/or in newspapers in the
conununities where Defendants are believed to reside.

TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

IT IS THEREFORE ORDERED that, Defendants, their representatives and persons
who are in active concert or participation with them are temporarily restrained and enjoined from
(1) intentionally accessing and sending malicious software or code to Microsoft’s and its
customers protected computers and Windows operating systems, without authorization, in order
to infect those computers and make them part of any botnet, (2) sending malicious code to
configure, deploy and operate a botnet, (3) taking control of internet search engine results or
browsers, including Microsoft’s Bing search engine and Internet Explorer browser, (4)
redirecting search engine results or browser activities or generating unauthorized “clicks,” (3)
collecting personal information including search terms and keywords, (6) configuring,
deploying, operating or otherwise participating in or facilitating the botnet described in the TRO
Application, including but not limited to the command and control software hosted at and
operating through the IP addresses set forth herein and through any other component or element

of the botnet in any location, (7) misappropriating that which rightfully belongs to Microsoft or
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its customers or in which Microsoft has a proprietary interest or (8) undertaking similar activity
that inflicts harm on Microsoft, its customers, or the public.

IT IS FURTHER ORDERED that, Defendants, their representatives and persons who
are in acti}ve concert or participation with them are temporarily restrained and enjoined from (1)
using and infringing Microsoft’s trademarks, including specifically Microsoft’s registered
trademarks “Bing,” “Internet Explorer,” “Microsoft” or “Windows,” bearing registration
numbers 2872708, 2463526, 2277112 and 3883548, (2) creating unauthorized copies, versions
and instances of Microsoft’s Internet Explorer browser, Bing search engine, and trademarks or
falsely indicating that Microsoft is associated with or approves the foregoing, (3) using in
connection with Defendants’ activities, products or services any false or deceptive designation,
representation or description of Defendants’ or of their activities, whether by symbols, words,
designs or statements, which would damage or injure Microsoft or give Defendants an unfair
competitive advantage or result in deception of consumers, or (4) acting in any other manner
which suggests in any way that Defendants’ activities, products or services come from or are
somehow sponsored by or affiliated with Microsoft, or passing off Defendams’ activities,
products or services as Microsoft’s.

IT IS FURTHER ORDERED that, with respect to any the IP Addresses set forth in
Appendix A to this Order, the ISPs identified in Appendix B to this Order shall take reasonable
best efforts to implement the following actions:

A. Without the need to create logs or other documentation, identify incoming and/or
outgoing Internet traffic on their respective networks that originates and/or is being sent from
and/or to the IP Addresses identified in Appendix A that is directed to and/or from computers
that connect to the Internet through the ISPs® respective networks;

B. Block incoming and/or outgoing Internet traffic on their respective networks that
originate and/or are being sent from and/or to the IP Addresses identified in Appendix A that is
directed to and/or from computers that connect to the Intemet through the ISPs’ respective

networks;
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C. Take other reasonable steps to block such traffic to and/or from any other IP
addresses to which Defendants may move the botnet infrastructure, identified by Microsoft and
which the Court may order to be subject to this Order, to ensure that Defendants cannot use such |
infrastructure to control the botnet.

D. Refrain from providing any notice or warning to, or communicating in any way
with Defendants or Defendants’ representatives and refrain from publicizing this Order until this
Order is executed in full, except as necessary to communicate with hosting companies or other
ISPs to execute this order;

E. Take all reasonable steps necessary to block the IP Addresses in Appendix A, as
set forth above, s0 to prevent Defendants or Defendants’ representatives or any other person,
from accessing the IP Addresses, except as explicitly provided for in this Order;

F. Not enable, and shall take all reasonable steps to prevent, any circumvention of
this order by Defendants, Defendants’ representatives or any other person;

G. Provide reasonable assistance in implementing the terms of this Order and take no
action to frustrate the implementation of this Order;

IT IS FURTHER ORDERED that, with respect to the [P Addresses in Appendix A, the
non-U.S. hosting companies set forth at Appendix A are respectfully requested, but not ordered,
to comply with the following steps, in order to protect the integrity and security of the Internet,
to protect the hosting companies’ own systems, to protect end-user victims of the botnet in all
countries, to advance the public interest and to protect Microsoft and its customers from the
botnet:

A, Take all reasonable steps necessary to completely block all access to and all
traffic to and from the [P Addresses set forth in Appendix A by Defendants, Defendants’
representatives, resellers, and any other person or computer, except as explicitly provided for in
this Order;

‘ B. Completely disable the computers, servers, electronic data storage devices,

software, data or media assigned to or otherwise associated with the IP Addresses set forth in
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Appendix A and make them inaccessible from any other computer on the Internet, any internal
network, or in any other manner, to Defendants, Defendants’ representatives and all other
persons, except as otherwise ordered herein;.

C. Completely, and until further order of this Court, suspend all services associated
with the IP Addresses set forth in Appendix A;

D. Not enable, and shall take all reasonable steps to prevent, any circumvention of
this order by Defendants or Defendants’ representatives associated with the IP Addresses or any
other person;

E. Log all attempts to commnect to or communicate with the IP Addresses set forth in
Appendix A;

F. Preserve, retain and produce to Microsoft all documents and information
sufficient to identify and contact Defendants and Defendants’ representatives operating or
controlling the IP Addresses set forth in Appendix A, including any and all individual or entity
names, mailing addresses, e-mail addresses, facsimilg numbers and telephone numbers or similar
contact information, including but not limited to such contact information reflected in billing,
usage, access and contact records and all records, documents and logs associated with
Defendants’ or Defendants’ Representatives’ use of or access to the IP Addresses.

G. Refrain from providing any notice or warning to, or comununicating in any way
with Defendants or Defendants’ representatives and refrain from publicizing this Order until this
Order is executed in full, except as explicitly provided for in this Order;

H. Transfer any content and software hosted at the [P Addresses listed in Appendix
A that are not associated with Defendants, if any, to new IP Addresses not listed in Appendix A;
notify any non-party owners of such action and the new IP addresses, and direct them to contact
Microsoft’s counsel, Gabriel M. Ramsey, Orrick Herrington & Sutcliffe, 1000 Marsh Road,
Menlo Park, CA 90425-10135, gramsev@orrick.com, (Tel: 650-614-7400), to facilitate any

follow-on action;
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L Provide reasonable assistance in implementing the terms of this Order and take no
action to frustrate the implementation of this Order.

IT IS FURTHER ORDERED that, with respect to any currently registered domains set

forth in Appendix A, the domain registries located in the United States shall take the following
actions:

A, Maintain unchanged the WHOIS or similar contact and identifying information as
of the time of receipt of this Order and maintain the domains with the current registrar;

B. The domains shall remain active and continue to resolve in the manner set forth in
this Order;

C. Prevent transfer or modification of the domains by Defendants or third parties at
the registrar;

D. The domains shall be redirected to secure servers by changing the authoritative
name servers to NS1.microsoftinternetsafety.net and NS2.microsoftinternetsafety. net and, as
may be necessary, the IP address associated with name server or taking other reasonable steps to
work with Microsoft to ensure the redirection of the domains and to ensure that Defendants
cannot use them to control the botnet.

E. Take all steps required to propagate to the foregoing changes through the DNS,

including domain registrars;

F. Preserve all evidence that may be used to identify the Defendants using the
domains.
G. Refrain from providing any notice or warning to, or communicating m any way

with Defendants or Defendants’ representatives and refrain from publicizing this Order until this
Order is executed in full, except as necessary to communicate with domain registrars and
registries to execute this order.

IT IS FURTHER ORDERED that, with respect to any domains set forth in Appendix A

that are currently unregistered, the domain registries and registrars located in the United States

shall take the following actions:
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A. Transfer the domains to the control of Microsoft, such that Microsoft is the
registrant with control over hosting and administration of the domains. Domains should be
transferred to Microsoft’s account at the sponsoring registrar MarkMonitor.

B. The WHOIS registrant, administrative, billing and technical contact and

identifying information should be the following;

Domain Administrator
Microsoft Corporation
One Microsoft Way
Redmond, WA 98052
United States

Phone: +1.4258828080
Facsimile: +1.4259367329
domains{@microsoft.com

C. The domains shall be made active and shell resolve in the manner set forth in this
order or as otherwise specified by Microsoft.

D. The domains shall be assigned the authoritative name servers
NS 1.microsoftinternetsafety.net and NS2.microsoftinternetsafety net and,' as may be necessary,
the IP address associated with name servers or taking such other reasonable steps to work with
Microsoft to ensure that the domains and subdomains are put within Microsoft’s control, and to
ensure that Defendants cannot use them to control the botnet.

E. Refrain from providing any notice or warning to, or communicating in any way
with Defendants or Defendants’ representatives and refrain from publicizing this Order until this
Order is executed in full, except as necessary to communicate with domain registrars or registries
to execute this order.

IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary
Injunction hearing and service of the Complaint may be served by any means authorized by law,
includiﬁg (1) by personal delivery upon Defendants who provided accurate contact information
in the U.S,, if any; (2) personal delivery through the Hague Convention on Service Abroad or
similar treaties upon defendants who provided accurate contact information in forei gn countries
that are signatory to such treaties, if any, (3) transmission by email, facsimile, mail and/or
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personal delivery to the contact information provided by Defendants to their hosting companies
and as agreed to by Defendants in their hosting agreements, (4) publishing notice on a publicly
available Internet website and/or in newspapers in the communities where Defendants are
believed to reside.

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 65(b) )
that the Defendants shall appear before this Court on December /2 2013 at7 30t§v310w
cause, if there is any, why this Court should not enter a Preliminary Injunction, pending final
ruling on the Complaint against the Defendants, enjoining them from the conduct
temporarily restrained by the preceding provisions of this Order.

IT 1S FURTHER ORDERED that Microsoft shall post bond in the amount of
$250,000 as cash to be paid into the Court registry.

IT IS FURTHER ORDERED that the Defendants shall file with the Court and
serve on Microsoft’s counsel any answering affidavits, pleadings, motions, expert reports or
declarations and/or legal memoranda no later than two (2) days prior to the hearing on
Microsoft’s request for a preliminary injunction. Microsoft may file responsive or
supplemental pleadings, materials, affidavits, or memoranda with the Court and serve the
same on counsel for the Defendants no later than one (1) day prior to the preliminary
injunction hearing in this matter. Provided that service shall be performed by personal or
overnight delivery, facsimile or electronic mail, and documents shall be delivered. so that
they shall be received by the other parties no later than 4:00 p.m. (Central Standard Time) on

the appropriate dates listed in this paragraph.

IT IS SO ORDERED
+
Entered this &9 day of November, 2013. WMV

United Stateg/Pistrict Judge
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APPENDIX A

7 iBSe T

188.40.114.195
188.40.114.228

Domains
gvhobsbzhzhdhenvzbs.com
mbbemyjwgypdeujuuvrit.com
wuvigrpdappakoalib9.com
jzlevndwetzyfryruytkzkb.com
glzhbnbxgtjoasaeyftwdmhzjd.com
kttvkzpwufimrditdejlgyteyb.com
vegfsowmleomweonnxmuyfhle.com
vitsukebbgmmndojqirbbij.com

| I Ads~e1d inemﬁon -

Hetzner Online AG
Datacenter 10

Stuttgarter Strasse |
D-91710 Gunzenhausen
Germany

Phone: +49 9831 61 00 61
Fax: +49 9831 61 00 62
abuse@hetzner.de

Domain-related information
Verisign Naming Services
213435 Ridgetop Circle

4th Floor

Dulles, Virginia 20166
United Staies

Verisign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

13328560292361-
hd3dehidwhoisprivacyservices.conLay

privacviidynadot.com

bEO4uS TR E7a6d5767d4 3 cad%e2 SbA3-
142944 7 ncontact sandinet

John Doe 2

83.133.120.186
83,133.120.187
83,133.124.191

IP Address-related information
Greatnet New Media,
Brentenstrasse 4a

D-83734 Hausham

Germany

Greatnet New Media.
Stromstrabe 11-5

10555 Berlin

Germany

Phone: +49 1805 47328638




Bomains
gozapinmagbclxbwin.com
nbgkgysciuuhadgpifquvpu.com
cjelaglawfoyidgyapy.com
ipeiukjdkgxgreoikpgva.com
ghdsxosxtvmhurwezsipzqg.com
omakfdwkhrpqudxvapy.com
chvhenepgttfpeibtmetg.com
ezefogjitbgwnornezx.com
rwdtklvrgnffdgkyuugfklip.com
uinrpbrfrgggtorjdpgg.com
xlotxdxtorwimvuzfuvispel.com
mkvrpknidkurerftigsfjgdxbn.com
waajenyndxxbjolsbesd.com
jgisypzilnrperlweionbt.com
fwmavgvphidhnrxexvenx.com

abusef@ereainet.de

Domain-related information
Verisign Naming Services
21345 Ridgetop Circle

4th Floor

Dulles, Virginia 20166
Upited States

Verisign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

adminioverseedomainmanagement.corm

124361 6F13746738702 Red | 73 Tla protectiwhai
sguard com

1gou, velaitemail com

sdotxdxtorwimvuziuvispel com@domainsbyoroxy.c
om

mivrpkaidkurerfigsadabn.com@idomainsbypraxy,

com

894378787 a6d3767d4 B3 cad¥e2 3he3-
1429447 cicontact. gandi pet

privacv@idvnadot.com

John Doe 3

IP Addresses
195.3.145.108

Domains
delixvipttrienindvmyeic.com
evtrdtikvzwpscvrxpr.com
atenrqqtfizozqrabdzwhkxzyuc.com
ogellyhefbhhaijaxq.com

IP Address-related information
RN Data SIA

Maskavas 322

LV-1063, Riga

Latvia

Phone: +371 20234062
admin@alinet.lv

Domain-related information
Verisign Naming Services
21345 Ridgetop Circle

4th Floor

Dulles, Virginia 20166

()




United States

Verisign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

bdd243a7caes40e0848424e7 1552520 protectiwho
ispuard.com

b894a378787a6d5767d4 3cadde 2563~
142944 7@ contact, eandinet

John Doe 4

IP Addresses
178.239.55.170

Domains

igvkixhkhbbjoxgasve.com

litevlevzrglkulaifkr.com

IP Address-related information
Netrouting

Ellada Projects BV

Boyleweg 2

3208 KA

Spijkenisse

Netherlands

Phone: +31880454600

Fax: +31880434601
abusei@netrouting com

Domain-related information
Verisign Naming Services
21345 Ridgetop Circle

4th Floor

Dulles, Virginia 20166
United States

Verisign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

nrivacv@dvnadotcom

John Doe 5

IP Addresses
217.23.3.225
217.23.3.242
217239247

1P Address-related information
WorldStream

Industriestraat 24

2671CT Naaldwijk

Netherlands

Phone: +31174712117

Fax: +31174512310
abusei@mworldstreaninl




Domains
hzhrjmeeczegxodmagyz.com
fnyxzjiegxzdpeocarhlidmyjk.com
sqdfmslznzifozshtidmigmsbh.com
vdlhiximghfafeovqohwrbasksh.com
nmfvaofnginwocnidecxapes.com
evnqddlxgrnxlrijbhytukpz.com
vzsifnjwchigrvythdhxa.com
vjlvchretilifesgynug.com
dxgplrisljdihgzgajkeat.com
gbsiauhmoxfkrgfqey.com
ssarknpzvpkiegnaia.com
adhavzpbykyffaxqgtis.com

?

Domain-related information
Verisign Naming Services
21345 Ridgetop Circle

4th Floor

Dulles, Virginia 20166
United States

Verisign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

16520144097161-
(49l dwholsprivacvservices. com.au

4331813c35244b459¢59%0b004 70 Led profcciEiwho

vilvehreltllifeseynug com@domainshyproxy.com

igou veial@email.com

Tlele2f261e848abh774e42e6ifa16] S.nrotectiiiwhois

B894a57878 7a6d4876 7443 cad%e25h63-
1429447 @ contact. oandi net

a8bhd2de2c86841008163bb70ec83 185¢. projectidiwh
oisguard.com

privacviiddynadot.com

John Doe 6

IP Addresses
46.249.59.47
46.249.59.48

IP Address-related information

Serveriug Holding B.V.

De Linge 26

R253pJ

Dronten

Netherlands

Phone: +31887378374 {+31(0)88-7378374)
abused@serverius i

Maikel Uerlings




Domains

loanxohaktcocrovagkaa.com
mxyawkwuwxdhuaidissclggy.com
erspiwscugsihjfigbbgefbe.com
spuiplpdupiwbghiedhgeja.com
xttfdgrsvikvmtewgigoliiqi.com
jleemszzlstvtvwsszrysooca.com
eagdbqufytdxvzbavzriwzgw.com
spuiplpdupiwbghiadhgeja.com

Phone: +31 (0)88-9666600
cusiSYFiuserverius.com

Domain-related information
Verisign Naming Services

21345 Ridgerop Circle

4th Floor

Dulles, Virginia 20166

United States

Verisign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

bRO4uSTRIS 7ubd5 767443 cadVe2 She 3-
1429447 4ucontact. gandi.net

privacyidvnadet.com

John Doe 7

IP Addresses
46,19.137.19
81.17.18.18

81.17.26.189

1P Address-related information
Private Layer Inc.

Ziircherstrasse 161

SPB 101280

8010 Zurich

Switzerland

SwigsPost 9865
Zurchestrasse 161
8010 Zurich
Switzerland

Phone: +41445087052
abuse@privatelaver.com

Hossein Abili Nejad

hasen tape stl |, baku, az az2136 Azerbaijan
Phone: +99412052555
hanuhost@email.com

John Doe 8

1P Addresses

94.242.195.162
94.242.195.163
94.242.195.164

1P Address-related information
Root SA

3. op der Poukewiss

7795

Roost - Bissen

Luxembourg

W




Phone: +35220500
abuse(@as3377.net




Armstrong: Zoom Internet Armstrong Group of Companies

APPENDIX B

One Armstrong Place
Butler, PA 16001

(724) 283-0925
abuse@zoominternet.net

Beyond The Network
America, Inc. / PCCW Global

450 Springpark P1., Suite 100
Herndon, VA 20170

(703) 621-1637
abuse.ops@pccwglobal.com

Corporation Service Company
11 S 12th St

PO Box 1463

Richmond, VA 23218

Bluemile, Inc.

226 N. 5th St

Suite 300

Columbus, OH 43215

Phone: (866) 384-7587
ipadmin@bluemilenetworks.com

David A Ferris
PO Box 1237
Worthington, OH 43085

BroadbandONE

3500 NW Boca Raton Blvd, #901
Boca Raton, FL 33431-5856

Tel: (561) 869 6100
abuse@host.net

Tobin & Reyes, P.A.
5355 Town Center Road
Suite 204

Boca Raton, FL 33486

Bfi ght House Networks

5000 Campuswood Dr. Suite 1
East Syracuse, NY 13057
spamblock@security.ir.com
abuse@rt.com

Sabin, Bermant & Gould LLP
Four Times Square
New York, NY 10036




APPENDIX B

Cable ONE :

1314 North Third Street, Third Floor
Phoenix, AZ 85004
legal@cableone.net
abuse@cableone.net

CT Corporation System
2390 E. Camelback Rd.
Phoenix, AZ 85016

Cablevision

1111 Stewart Ave
Bethpage, NY 11714
Tel: (516) 803-2300
abuse@cv.net

Corporation Service Company
2711 Centerville Rd. Ste 400
Wilmington, DE 19808

Cavalier Telephone

Windstream Communications,
Inc. (Parent)

2134 West Laburmum Ave.
Richmond, VA 23277

Tel: 804-422-4100
abuse@cavtel.net
abuse@windstream.net

Cavalier Telephone (DBA) for Talk America of
Virginia, Inc.

CT Corporation System

4701 Cox Rd Ste 301

Glen Allen, VA 23060

Century Link

100 CenturyLink Dr.
P.O. Box 4065

Monroe, LA 71203
(318) 388-5000
abuse(@centurylink.com

CT Corporation Systern
5615 Corporate Blvd. Ste 400B
Baton Rouge, L.A 70808-2536

4]




0,

Charter Communications

APPENDIX B

12405 Powerscourt Dr.
St. Louis, MO 63131
{888) 438-2427
abuse@charter.net
Corporation Service Company
2711 Centerville Rd. Ste 400
Wilmington, DE 19808

.| Cincinnati Bell Inc.

221 E. 4th St.
Cincinnati, OH 45202
(513) 397-9900
abuse@cbts.cinbell.com

CSC-Lowyers Incorporating Servs.
50 W. Broad St. Ste 1800
Columbus, OH 43215-5910

12.

Cogent Communications

1015 31st Street, NW
Washington, DC 20007
(202) 295-4200
abuse@cogentco.com

Corporation Service Company
1090 VERMONT AVE., N.W.
Washington, DC 200035

13.

Comcast Cable
Communications, Inc.

Comcast Center

1701 JFK Blvd.
Philadelphia, PA 19103
abuse@comcast.net

C T Corporation System
116 Pine Street

Suite 320

Harrisburg, PA 17101
Phone: 717-234-6




.1 Cox Communications, Inc.

APPENDIX B

6205 Peachtree Dunwoody Road
Atlanta, GA 30328

1400 Lake Hearn Drive

Atlanta, GA 30319
cei_cis_dns_admin@cox.com
abuse@cox.net

Corporation Service Company
40 Technology Pkway South, #300
Norcross, GA 30092

Corporation Service Company
2711 Centerville Rd. Ste 400
Wilmington, DE 19808

Is.

Earthlink

1375 Peachtree Street
Atlanta, GA 30309

(404) 815-0700
frand@abuse.earthlink net

Nat'l Registered Agents, Inc.
160 Creentree Dr, Ste 101
Dover, DE 19904

.| FairPoint Communications,

Inc.

FairPoint Communications
521 E. Morehead St.

Suite 500

Charlotte, NC 28202

(704) 344-8150
abuse@fairpoint.com

The Corporation Trust Company
Corporation Trust Center

1209 Orange St.

Wilmington, DE 19801

17.

Frontier Communications

3 High Ridge Park
Stamford, CT 06905
abuse@frontiernet.net
abuse-news@frontiernet.net
security@frontiemet.net

Corporation Service Company
50 Weston Street

4




APPENDIX B

artford, CT 061201537

I8.

Global Crossing

Global Crossing, Ltd.
S 50th St.

Phoenix, AZ 85034
Phone: 800.414.5028
spami@gblx.net
abuse@gblx.net

19.

Global Telecom &
Technology (WBSConnect
LLC)

8484 Westpark Dr.
Suite 720
Mclean, VA 22102

8400 E Crescent Pkwy, Suite 600

Greenwood Village, CO 80111

abuse@wbsconnect.com
abuse@gt-t.net

Phone: +1-866-927-3669

Phone: +1 866 767 2767

Reese Broome PC (Global Telecom)
8133 Leesburg Pike

9th Floor

Vienna, VA 22182

Scott Charter (WBS Connect LLC)
8655 West Wesley Place
Lakewood, CO 80227

700 N Colorado Blvd
Suite 307
Denver, CO 80206

20.

Hughes Network Systems,
LLC

Huges Network Systems, LLC
11717 Exploration Ln
Germantown, MD 20876
{301) 428-5500
abuse@hughes.net

Corporation Service Company
2711 Centerville Rd. Ste 400
Wilmington, DE 19808




1.| Hurricane Electric, Inc.

APPENDIX B

760 Mission Court
Fremont, CA 94539
(510) 580-4100
abuse@he.net

John Harvey
191 Calle Del Rancho
Escondido, CA 92025

22.

InfoRelay Online Systems,
Inc.

22900 Shaw Rd. #112-5
Sterling, VA 20166
Tel: 703-485-4600
abuse@inforelay.com

Russell Weiss
13873 Park Center Rd., Suite 75
Herndon, VA 20171

[
(93]

.| Integra Telecom, Inc.

1201 NE Lloyd, Suite 500
Portland, OR 97232

(503) 748-4511
abuse@integratelecom.com

National Registered Agents, Inc
325 13th St NE Ste 501
Salem, OR 97301

Internap

250 Williams Street Ste E-100
Atlanta, GA 30303

Phone: 404.302.9700
abuse@internap.com

C T Corporation System
1201 Peachtree Street, NE
Atlanta, GA 30361

25.

Layer42 Networks
{Layerd2.net, Inc.)

Steve Rubin
3080 Raymond St
Santa Clara, CA 95054

1555 Plymouth St
Mountain View, CA 94043
abuse@layer42.net




| Steven E. Rubin

APPENDIX B

3080 Raymond Street
Santa Clara, CA 95054

26.

Level 3 Communications

Level 3 Communications, Inc.
1025 Eldorado Boulevard
Broomfield, Colorado 80021
(720) 888-1000
abuse@level3.com

Corporation Service Company

| 1560 Broadway Ste 2090

Denver, CO 80202

.| Mediacom

Mediacom Communications Corp.
100 Crystal Run Rd.

Middletown, NY 10941

(845) 695-2600
abuse@mediacomec.com

The Corporation Trust Company
Corporation Trust Center

1209 Orange St.

Wilmington, DE 19801

28.

Midcontinent

Midcontinent Communications
3901 N. Louise Ave.

Sioux Falls, SD 57107

(800) 888-1300
abuse@midco.net

W, Thomas Simmons
3901 N. Louise Ave.
Sioux Fall, SD 57107

29.

nLayer Commuunications, Inc.

209 W Jackson Blvd
Suite 700

Chicago IL 60606-6936
(312) 698-4800
abuse@nlayer.net

Joel Brosk
40 Skokie Blvd
Northbrook, IL 60062

7
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30.

NTT Communications Global
IP Network

NTT America, Inc.

8005 South Chester Street
Suite 200

Centenmial, CO 80112
security@ntt.com
abuse@ntt.com

NTT America (NY)
Corporation Service Company
80 State Street

Albany, NY 12207-2543

.| Pacific Online

350 Bay Street, #180
San Francisco, CA 94133
abuse@pon.net

David Ira Thompson
1081 Jennings, Ave. #107
Santa Rosa, CA 95401

.| Qwest Communications

Company LLC

1801 California St.
Denver, CO 80202
Phone: +1-877-886-6515
abuse@qwest.net

The Corporation Company
1675 Broadway Ste 1200
Denver, CO 80202

.| RCN Corporation

196 Van Buren St.

President Plaza Bldg 1, Ste 300
Herdon, VA 20170
abuse@ren.com

CT Corporation System
701 Cox Rd. Ste 301
Glen Allen, VA 23060

Sonic.net

2260 Apollo Way
Santa Rosa, CA 95407
(415) 462-9616
abuse@sonic.net




APPENDIX B

Dane Jaspe
2260 Apollo Way
Santa Rosa, CA 95407

35.

Sprint Nextel Corporation

12502 Sunrise Valley Drive
Reston, VA 20196
abuse@sprint.net

Phone: +1-800-232-6895

Corporation Service Company
200 SW 30th Street
Topeka, KS 66611

.| Suddenlink

12444 Powerscourt Drive
Suite 140

St. Louis, MO 63131
abuse@suddenlink.net

Cebridge Acquisition, L.P.
120 South Central Avenue
Clayton, MO 63105

37.

Time Warner Cable

Time Warner Cable, Inc.
60 Columbus Cir. FL. 17
New York, NY 10023
(212) 364-8200
abuse@twcable.com
abuse@tr.com

The Corporation Trust Company
Corporation Trust Center

1209 Orange St.

Wilmington, DE 19801

Time Warner Cable Inc.
C T Corporation System
111 Eighth Avenue
New York, NY 10011

38.

TowerStream

Tech 11, 55 Hammarlund Way
Middletown, RI 02842
abuse(@towerstream.com

National Corporate Research, Lid.

9
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5 S. Dupont Hwy
Dover, DE 19901

39.

TW Telecom

Corporate Headquarters
10475 Park Meadow Dir.
Littleton, CO 80124
Tel: 303-566-1000
abuse@twtelecom.net

Tina Davis
10475 Park Meadows Dr Ste 400
Littleton, CO 80124

40.

Verizon

1095 Ave. of Americas

New York, NY 10036
abuse@verizon.com
domainlegalcontact@verizon.com

The Corporation Trust Company
Corporation Trust Center

1209 Orange St.

Wilmington, DE 19801

41.

Wave Broadband

Wave Broadband

401 Kirkland Parkplace, Suite 500
Kirkland, WA 98033
dwilson@wavebroadband.com
jpenney@wavebroadband.com

James A. Penny

401 Kirkland Park Place
Suite 410

Kirkland, WA 98033

42.

WildBlue

349 Inverness Drive South
Englewood, CO 80112
abuse@wildblue net

The Prentice-Hall Corporation System, Inc.
2711 Centerville Road, Ste 400
Wilmington, DE 19808

10




.| Windstream

APPENDIX B

4001 Rodney Parham Road, B1F3
Little Rock, AK 72212
abuse@windstream.net

The Corporation Company
124 West Capitol Avenue
Suite 1900

Little Rock, AR 72201

44.

XO Communications, LLC

13865 Sunrise Valley Drive
Herndon, VA 20171

(703) 547-2881

(866) 285-6208
abuse@xo.net

(XO Holdings and XO Communications, LLC)
Corporation Service Company

171 S 12th St

PO Box 1463

Richmond, VA 23218

45,

Zayo Group (abovenet)

1805 29" Street Suite 2050
Boulder, CO 80301

(303) 381-4683
abuse@zayo.com

The Corporation Trust Company
Corporation Trust Center

1209 Orange St.

Wilmington, DE 1980

11




